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ABROAD AT HOMIE • BOSTON, Jan. 22 — In no other exemptions, the Supreme Court ap- 

^ ° t r Qtiy 1 is lawre “?tely as important pointed a private lawyer to do so — 

a strand in the social fabric. We live and barred the exemptions in an 8-to- 
in a Madisonian system, our free- 1 decision. 

^^ 0rced ^ ^ disparate One of Mr. Smith's first actions as ; 

* fractious people, we have been Attorney General was to tell all Gov- 

. ^ 115 ^ aw eminent agencies to be less generous 

been both a liberating and a stabilize , in responding to Freedom of Informs- ;■ 
Ing. force: both of those because on tion requests. Since then secrecy has > 

traseissues it has offered a'hope of been one of his main themes. 

c ^ ai ^ e - On the day his resignation became 

xris in terms of his contribution to known, it was reported that his Jus- 
that broad concept of law that an At- tice Department had persuaded a 
tomey General of the United States Federal Court of Appeals to prohibit 

must be judged. And it is in those publication of a trial judge’s opinion j 

terms that William French Smith will because it criticized department law- = 

H «ted by history as one of the yers. It was a unique prior restraint* 

- weakest figures to hold the position: a a perfect symbol of William French 

man who saw law not as an enlarging v Smith’s disregard for, the tradition of 
vision of justice but as a narrow polit- American freettom^i/: •; 

icaf instrument. Of the many Reagan seer 

-Mr. Smith's record is marked by 
three major endeavors. He undid 
: what he could of his predecessors’ 

Achievements in civil rights enforce- 
^roent. He helped in the most relent- 
**teSs and lawless campaign for gov-, 

' emment-'secrecy in American histo- 
' % ry. .And be worked to create an im- 
' perial Presidency, unrestrained by 

* the constitutiona] power of Confess. Legally speaking, the most astonisb- 

-hV single episode in the civil rights ing thing about the March 11 order was 

’ field forever defined Mr. Smith as an its assumption that a President could 
Attorney General unwilling or unable * so drastically change the American 

- toehold his President to established system on his own, without asking Con- 

* principles of law. That was the affair - gress for legislation.^ Censorship has 

•ofjtax exemptions for segregationist been anathema in the United States 
rf>rivate schools. from James Madison on, yet here was ■ 

the Nixon Administration, in a President purporting to impose that 
i976, the Internal Revenue Service hated concept without a shred of legis- ; 
>Tul6d that schools discriminating on lative authority. Congress, resisting, 1 
racial grounds were not eligible for has postponed enforcement of the^ 
favored tax treatment. For more order until April 15. 

than a decade, under Administrations The same disregard for the consti- 
-*oHx)th parties, the Justice Depart- tutional system of limited power, 

. raent defended that ruling in the dividing authority among the three 

to ^ ts : branches of government, was evident 

'■ — “ fiut ™ January 1982, President Rea- in Mr. Smith’s attitude toward ques- 

, gates Justice and Treasury Depan- tions of war. He supported President 

‘Onents announced that they had Reagan’s bold attempts to arrogate t 

•c h an g ed the position. It was a switch the war-making power to himself, in ! 

so devoid of support in the law that it Lebanon and Central America. ’ ! 

was attacked by both Republicans A wise President wants a Minister of - 
^and .Democrats in Congress, and by Justice in his Attorney General : a man 

‘many Justice Department lawyers. of character, independent enough to 

- -President Reagan squirmed des- . tell him no when the law so counsels, 

■perately to escape the political heat. William French Smith had no visible 

' He. said he wanted Congress to pro- independence from his President. He 

Jiihit the tax exemptions. He said he came across in Washington as a soci- 

had-not realized that there was a Su- ety tigure, without the intellectual 

preme Court case pending — he strength that earns respect. 

-thought “that the problem of segre- And, now it seems we are to have’ 

* gated schools had been settled.” Then Edwin Meese 3d, a man who is just as . 
rthe-jruth leaked out : He had ordered much a creature of Ronald Reagan’s — 

, tfeechange at the suggestion of a Mis- and has just as narrow, rightist a view 
-rissippi Republican. of the law. It was Ed Meese who in 1981 • 

- ^ Through all this undignified mock- called the American Civil Liberties : 

ery of the law William French Smith Union a “criminals’ lobby.” Will the * 

sat -silent. When his Justice Depart- Senate care about the continued deni- • 

ment would not argue against the tax -gration of a once great office? 
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US tightening access 


; First of three articles ^ 

j By Ross Gelbspan _ 
j Globe Staff t * 

J • The Reagan Administration, while deny- 
! It is pursuing any formal policy, has 
.moved systematically over the last three 
years to restrict or cut off access to a wide 
range of traditionally public information. 

The restrictions, unprecedented ip 
peacetime, .cover material ranging from un- j 
| classified -scientific papers to information 
; about the operation of government agencies 
• to the writings of senior officials. j 

■ As a resulp a growing number of bu- ■! 
reaucrats, scientists, historians. Journal- 
ists, government contractors, unions and 
public interest groups are running into 
newly erected barriers to gathering and dis- 
seminating information. : • 

The Ad mini stration Justifies many of its 
specific actions on national security 
grounds. It claims that the nation’s security 
depends on stemming leaks of classified in- 
formation and cutting down on the flow of 
technological and scientific information to 
' the Soviet Union. 

But many people affected by the new re- 
, strictions charge the Administrations ac- 
rtions threaten academic freedom, violate * 
^constitutional guarantees of free speech 
Land freedom ;fro m self-incrimin ation and 
. create an. atmosphere of fear and intimida- 
tion among scholars, scientists and bureau- 
crats. 

Some fear that ultimately the Adminis- 
tration’s restrictions on information may 
impair the ability of society to engage in in- 
formed, timely debate about critical public 
policy questions. 

Virtually all the restrictions have been 
accomplished by the executive branch - the 
. White House, the Justice Department, the 
j’ Pentagon and the National Security Council 
- without the approval of Congress. They 
inclu de: 

. • .Imposing lifetime censorship and the 
threat of random lie detector tests on about 
i 30,000 bureaucrats and government con- 
tractors; " • 

^ • Rewriting the rules governing classi- 
fication of documents to permit more infor- 
mation to be kept secret; 

; • Permitting agencies to avoid scrutiny 
by obstructing the flow of previously avail- 
able information under the Freedom of In- 
formation Act; 

L " # Attempting, on at least nine occa- 
sions, to suppress publication or presenta- 
tion of unclassified scientific papers; 




• Requesting university officials to con- 
duct covert surveillance of foreign visitors 
and to limit their activities. 

■ * No White House or cabinet-level official 
fias responded to charges that the Admin- 
istration is pursuing a conscious policy of 
secrecy. 

~ ~ Several members of Congress, in fact, 
have criticized the Administration for not 
providing such high-level policy makers as 
former National Security Adviser William 
j*eiark or Attorney General William French 
feinith to_ discuss 'Reagan’s information 
£poUcies^ 

^ White House officials, including presi- 
dential adviser Edwin Mee^ ID and White 
iouse communications director David Ger- 
ildeclined repeated requests for inter- 
views on the subject. White House counsel 
feted Fielding and National Security Direc- ; 
Etor Robert MacFarlane did not return tele- 
fcftone calls. ; ■ • 

^-Through spokesmen in the Justice 
t£)ept. and other agencies, the Administra- 
tion has. generally defended its actions on 
tfh e ground that it needs to stop leaks of 
E&lassified information. Defense and intelli- 
gence officials also cite a need to clamp ;j 
g3own on the flow of militarily valuable 
technology to the Soviet Union. * ‘ ‘ v ; 

The restrictions om the Freedom Of In- 
formation Act (FOIA), Officials claim, are 
needed to counter apperception among for- 
eign governments and informants in 
criminal investigations ~that the govern- 
ment cannot protect confidential informa- 
tion. 

uBut opponents charge the Administra- 
tion has produced no evidence that disclo 1 
sores under FOIA or leaks of sensitive in- 
formation by bureaucrats have endan- 
gered the national security or compro- j 
mised criminal investigations. 

’On four occasions, congressmen have j 

sdgaCTSra 1 

^officiaTtd^^^efid&rf^^fTlffeatrT^ nation^ 
a^security*beiffg13sS3 w fo Jusirfysome of "the 
Administration factions. To date, the 
meetings-h a ve "nof taken 3 place^eit fi er be- 
c 2 Gff§e" 0 f~sel^ or disputes 

over ground rules. . . 

y “One of the most -distressing aspects of 
r these information restrictions is the failure 
of i the Reagan Administration to offer a- 
crkiible Justification for the new policies,” 
said Congressional critic Rep. ’Glenn Eng : 
lish (D-Okla.) 




CONTINUE® 
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This whole business of secrecy has be- 
come pervasive." observed Dr. Robert 
Park, professor of physics and an official 
of -the American Physical Society. "This is 
obsessive. It's the worst I've ever seen in 
any administration:" 

"Harold Relyea, a specialist in American 
government for the Library of Congress, 
said there are historical precedents for .-I 
some parts of the Reagan Administration’s 
information policy, but not for its. overall 
sweep. 

President Harry -Truman's guidelines 
for classification were -as broad as .Rea- ' 
gan's, Relyea pointed out, although they 
have been progressively limited by each 
succeeding president. And during the early ! 
Eisenhower years, the Office of Strategic ; 
lnfdrmation monitored unclassified but 
sensitive technical information, he said in 
a telephone interview. i 

" But taken together, - " Relyea said, "the : 
Reagan policies constitute an unprecedent- : 
ed e ffort to clamp down on information." 

. The most dramatic~and highly~publi-l 
cized action by the Administration in this! 
area was the issuing last March of Nation-! 

. al Security Decision Directive (NSDD) 84. -J 
/Under the order, about 1 12,000 bureau-1 
crats and 15,000 government contractors 1 
with access to especially sensitive informa- ■ 
tion are now required, for the rest of their : 
lives, to submit any article, book or speech] 
they write to a'Vevi r eV’boa'r d ' to dete raTi Tie! 
whether the piece contains sensitive lnfor- j 
mation. . 


Acting assistant attorney general Rich- 
ard K. Willard said in an interview that he 
drafted the order to deal with the ongoing 
problem of leaks of -sensitive Information 
which, he said, is a significant source of 
danger to the national security. 

Asked to characterize the scope of the 
danger, Willard declined to respond, say- 
ing that information is itself classified: "If! 
it’s just as easy for the Soviets to read it in ; 
the newspapers, they wouldn’t even have! 
to send spies to get it." . 

But John Sbattuck, legislative director 
of the American Civil Liberties Union, con- 
tended that,- "The directive amounts to a 
huge and unprecedented , censorship sys- 
tem which is at war with the First Amend- 
ment and for which there is virtually no 
"justification." 

. Commenting on Willard’s refusal to de- 
scribe the problem that prompted the 
drafting of the directive, Shattuck added: 
fit’s Orwellian In the .extreme when the 
very justification for something that un- 
dermines freedom of speech is protected as 
secret." 

Few leaks recently 

Agreeing that there has been no 
marked increase in the number of sens!- i 


tive leaks over the past few years, Willard 
confirmed a finding by the Goverment Ac- 
counting Office that there have been only 
11 leaks in the past five years serious 
enough to require administrative action in 
eight agencies that handle highly classi- 
fied information. Only two of the leaks 
would have been covered-by NSDD84. 

One particularly controversial provi- 
sion of the: order calls for employees who 
. see especially sensitive information to un- 
dergo polygraph (lie detector) examina- 
tions - both to investigate leaks and on a 
...random, spot-check basis! . , 

Although they have been in use for\ 
f years, such tests are not accepted as evi- 
I ~ dence in court. A recent Congressional re- 
\ ' poft found no evidence that polygraph re-! 
Y suits are valid and concluded that the tests \ 
\ run a risk of mislabelling people as decep- 
itive.. .. • .a. _■ 

.. Nevertheless,: NSDD84 states that an 
■ employee who refuses a polygraph exam 
may be subject to '"adverse consequences." 
Willard said "adverse consequences’’^ 

,- would, in most cases, simply mean deny- 
ing an employee access to sensitive infor- 
mation. ' • 

*¥■ Asked -.why the order was' necessary 
when criminal laws already cover leaks of 
‘ ‘sensitive information, Willard said such 
cases are difficult to prosecute, since that 
^requires -disclosing sensitive information 
- injuries and in public court records. 

He denied that an employee's refusal to j 
undergo a. lie detector test violates the 5th -j 
Amendment to the Constitution, which 
guarantees the individual's right not to in- , 
.criminate himself. It - does not . apply, he . 
;-said, because an' agency investigation is 
, not the same a criminal trial. 


.. Mark Roth, an attorney for the Ameri- 
can: Federation of Goverment -employees, 
challenged that view. In a telephone inter- 
view, he said, "Our concern is that inno- 
cent people will have their livelihoods on 
the line based on admittedly unreliable 
tests. You can be fired if you don’t take the 
test, and you can be fired if you do. It’s our ' 
reading that it's not constitutional.’’ 

Although Willard emphasized that the 
order covers only a small fraction of em- 
ployees with access to a minute portion of N 
all classified Information, critics point out / 
that it includes high-level officials in poli- f 
cy-making positions. * ■ ' . ; , J 

“ Charles* William Maynes, a~former as- 1 
sistant Secretary of State and editor of For- 
• eign Policy -magazine, told a Congressional 
!' committee that the delay inherent in the 


censorship process "effectively grants a 
standing administration critical control j 
over the course of debate on a large num-'i 
ber of key public policy issues. . . Foreign i 
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Policy has received 34 percent of its arti- 
cles from former officials'* - many of 
whom would be subject to such censor- 
ship.” 7 " • 

Willard conceded, that the order could j 
have a small delaying effect, but he insist- 
ed that tht CIA, which must approve such 
material, clears all manuscripts - includ- 
ing books - in an average of 13 days. - 

One scientist who has been involved in 
nuclear weapons work said the mere exis- 
tence of the order would probably deter re- 
searchers from undertaking vital govern- 
ment-sponsored work. 

• Park, of the American Physical Society, 

'said he conducted an informal poll of a ! 
number- of senior physicists; many of j 
whom worked on the original Manhattan j 
Project developing the atomic bomb. "The j 
question was whether the requirement to j 
sign a 'lifetime pre-publication review j 
/agreement would have affected their deci- 

• sion to enter g overnment se rvice.' , . 

"Without ^ 'exception:' everyone /Tasked, 
said they would mot ha ve ‘entered govern- ' 
ment service under tthese conditions,” he 
said in-a telephone interview; 

"■ Or. Jonathan Knight of the American ; 
Assn, of University Professors, said the 
censorship threat could be used to harass 
s critics.' "If, as Willard claims, there is no 
need for a vast censorship apparatus, that 
is proof the order will achieve its aims sim- 

• ply by frightening people,” he said. 

r ; 'It Is unclear whether the Administra- 
. tion has begun to implement the censor- j ^ 
ship provision . ^Jlard^sa^ has | / 

been required to sign Pre-Pubii cation Re- J } * 
view agreements. Two senators, Charles. ! 
Mathias (R-Md) and Thomas Eagleton (D- 
Mo.l, won passage of a bill last fall putting 
. that provision of the directive on hold until 
mid-April, when hearings on its implica- 
tions are planned. "It would be against the 
law for us to require it be signed in view of 
the Senate’s action,” Willard said. ■ 

. But a scientist at a major East Coast de- - 
fense planning institute said two weeks 
ago that most people at his institution 
have already been pressured to sign the^ 
pre-publi-cation review provision. 

"We were given to understand that we 
had to sign it or our security .clearances 
would be in jed'pan dy,” he said, requesting 

that neither his identity nor his employer \ 
be identified. - 

Stressing: ithat he has never been re- 
' quired to sign such agreements in the past, 
the scientist said, ”lt’s an intimidating or- 
J der. I’m leery about talking to you right 
now, even though I’m not. telling you any- 
thing that’s classified - just my opinions/* 


Broader classification rules 

In addition to clamping down on those 
with access to highly classified material, 
the Administration has also moved* to 
broaden classification rules so that more 
information can be stamped secret. *: * 

That Executive Order, issued by the 
President in 1982, reversed a 30-year trend 
in classification rules which had progres- 
sively limited the scope of government-im- 
posed secrecy. Specifically, the order: vr 

'• Eliminated a provision barring an 
agency from classifying information un- ; 

' less it could show that "identifiable harm” 
to national security would result from its 
disclosure. 7 7 7 ; 

V • Dropped a guideline requiring that 
the. danger of disclosure/be balanced 
against the public’s right to know. 

:*• Made it easier for agencies to classify 
^previously public material as secret after 
receiving a Freedom of Information request 
for the material. / “* .• 

Allowed agencies to reclassify infor- 
mation that had previously been ^declassi- 
fied. Already several --authors have been | 
told they cannot use - information they 
-gathered from open sources' 

♦ Eliminated a timetable intended to 
ensure that previously secret information 
became public (after 6720 or 30 .years, de 
pending on the material) when it was no 
longer sensitive; The new guideline allows I 
agencies to keep information classified "as j 
long as required by national security con- j 
siderations.”- * I 

'A number of historians researching US ! 
history in the early 1950s claim their work 
is being hampered because information, 
which would -have become public under 
the previous time schedule is now secret. 

,ln an interview, Steven Garfinkel, di- 
rector of the Information Security Over- 
sight Office responsible for overseeing all 
classification of documents in the govern- 
ment strongly defended the changes. He 
said the "identifiable harm” and balane- j 
ing provisions were dropped on the ground j 
that they were frequently the focus of liti- 
gation to force di^ildstire of information - 
a "focus, he contends, was not intended by 
drafters of previous- classification orders. 

Conceding that the classification pro- 
cess may be vulnerable to abuse in some 
areas,; Garfinkel -maintained that critics 
Care - ‘reacting to words, not deeds.” There j 
l has been, he Insisted, ”no change in the : 
r flow of information from the last adminis- 
; tration to the current one.” 
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A report being prepared for the Presi- 
dent will show that the total amount of 
classification activity is up by a minimal 
four percent, he said. "Given the world sit- 
uation last year," he said, "that’s a pretty 
good batting average." 

Justification challenged 

To critics, a fundamental objection re- j 
mains “that . the Reagan Administration j 
has failed to produce any evidence tojusti- j 
fy a whole range of measures restricting 
the public's access to“ information. 

Testifying before Congress last October, 
former Undersecretary of State George W. j 
Ball said: "The directive [NSDD84] can be; 
justified only if . its .proponents produce j 
compelling evidence .that -such --an abridge- j 
ment of free discourseds absolutely essen- ; 
:tial. They have not met that burden of j 
proof; 1 see . no evidence they have even; 
tried to do so. 

“Our current obsession with the Soviet 
Union," Ball warned ominously, "should 
not lead us to imitate the very Soviet meth- 
ods and attitudes our leaders. . .deplore." 

Next: Suppressing scientific papers , 
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Following is the second in a 
three-part series on the efforts of 
the Reagan Administration to 
place tighter controls on public 
. access to government information 
and to some types of scientific 
% communication. 

By Ross Gelbspan ■ ; ] 

' Globe-Staff • X . : . X • 

When scientists arrived in San 
Diego to attend a conference of the : 
Society of Photo-Optical Instru- | 
mentation Engineers in mid-Sep- j 
tember, 1982, many of them were ! 
summoned to a room to meet with t 
Department of Defense personnel. I 

The officers asked two ques- ! 
lions: “Was your work sponsored 
by a DoD agency’? Have you se- 
cured clearance for your papers?” 

That was enough. The scien- I 
tists withdrew about 150 papers j 
from the conference. 

Prof. Hajime Sakai, of UMass- j 
Amherst's Department of Physics | 
and Astronomy, withdrew a non- ! 
classified paper he had prepared on j 
measuring atmospheric emissions. I 
He said he objected but felt he had 
no choice because the research was , 
done, under a Defense Department j 
contract. . ! 

Today, he is angry over the inci- 
dent, calling it a government effort^ 
to censor scientific exchanges of in- • 
formation. . I 

\ “We thought that there was no 
i-estriction in our contract on publi- 
cation or presentation of the work, 
if it has scientific merit,” he said in 
a telephone interview. “The reason 
we objected is that academic free- 
dom is at stake/’ 

: A Pentagon official involved in 
the affair denied the incident was a 
“general attack on the scientific 
community. 




“We were just trying to get [De- 
fense Department contractors] to 
live up to their obligation to clear 
any work before presentation/’ j 
said Dr. Stephen D;. Bryen, deputy 
assistant secretary of defense for ! 
international trade and security j 
"policy. 

' But Sakai, emphasizing the 
nonsensitive nature of his work, is 
not persuaded. Since the San Diego 
conference, he said, he bas been re- 
quired to sendone copy of his work 
. to the Defense Department, which 
sponsors his work, so that officials 
there can advise on his use of 
words...-- v. v ■ • . ,• -j :, :U; ■- . - 

; “Jt -s pot ‘Strictly censorship/’ he 

said, ‘‘but most bf us know that it j 
is, in a way, censorship. They can i 
only advise us. But if we don’t ob- 
serve that advice, probably they 
can withhold future grants. They 
didn’t say -that explicitly, but that 
is the implication/* 

Attempts to stop presentations 

On at least nine occasions in 
tht' last three-years. Defense De- 
partment- ^officials have attempted ; 
to prevent ^scientists from publish- 
ing 7 or presenting their papers at, 
scientific conferences. They alscty 
have denied visa applications^JLo 
prevent foreign scientists from ^at- 
tending scientific meetings. In vir- 
tually all cases, the material in 
question was not classified. >.■■■■ 

: No one outside the Pentagon is 
sure how many such interventions 
there iiave been, but the American 
Academy for the Advancement of 
Science, the leading organization of 
US scientists; is compiling a list of 
them.- , /• ■ 

Concern is growing, meanwhile, 
that an effort to control the free ex- 
change of scientific information in 
the name of national security may 
eventually threaten the very vital- 
ity of American science. 

The cause , of these unpredict- 
able “spasms of control/’ as one 
Defense Department publication 
has called them, is a fear among 
many-- in the Reagan Administra- 
tion that the US is “hemorrhaging 
technology“;to the Soviet Union. 

- As one result, the Defense De- / 
partment is underwriting a major ’.j 
effort by the US Customs Service to 
intercept the export of militarily 
critical technology. 


It also has requested university 
officials to conduct covert surveil- 
lance of foreign visitors and to limit 
their activities. 

. And it has sought, through leg- 
islation, through proposed changes 
in the Freedom of Information Act 
and through expanded use of its 
power, to classify information, to 
apply new controls to unclassified 
scientific information with poten- , 
tial military; applications. That ’ 
definition, many scientists claim, 
could cover- almost any scientific 
development/; f . 

Haphazard restrictions : • • j 

/ While virtually all scientists 
concede the need for secrecy in spe- 
cific areas* of research .that could ! 
provide direct --military benefits to 
the Soviet Union, a growing num- 
ber express concern about the re- 
cent Imposition of haphazard re- 
strictions on scientific communica- 
tions by defense bureaucrats. 

1 In November, Frank Press, • 
president of the National Academy 
of Sciences, told the House Judicia- ; 
ry Committee: “Perhaps most dis- 
quieting from the point of view of : 
individual. US scientists is that 
these [interventions] and other gov- 
ernmental actions to control scien- 
tific communication have beep 
largely disjointed, unpredictable 
and vague in specifying the sclenti- j 
fic fields they are intended to cover. 
Tht result is that any particular 
/scientist is quite unclear about 
what obligations and sanctions, if 
any, might apply to her - or his 
work.” 

; //More fundamentally, a number 
of scientists "and university presi- 
dents contend that the government 
has produced no evidence to sup- j 
port its contention that the Soviets -j 
are .gaining critical military infor- j 
mation from open' scientific 11 tera- ! 
ture. ; ’ -- : * 

■ ^DrAPaul/E. Gray, "Massachu- 
setts Institute of Technology presi- 
dent, has met on the issue fre- : 
quently with top Defense officials, 
including Secretary Caspar Wein- 
berger; and said in an interview: .... 

’ /-./‘Not pne of the examples I’ve i 
heard - or heard about - relates to ■ 
the transfer of technology through 
the open scientific literature. All 
the examples are due to theft, espi- 
onage or unintentional re-export of 
high tech items to the USSR.” 

/ -m miwuEp ' 
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: His observatior Approved For 
by^he former deputy director of the^ 
CIA, Adm. Bobby Ray Inman, who 
believes only a small percentage of 
the "outflow**' of technology to the 
Soviet Union comes from universi- . 
ties. ’ . 

.Similarly, a blue-ribbon panel 
convened by the National Academy 
of Sciences found that "in compari- 
son with other channels of technol- 
ogy transfer, open scientific com- 
munications Involving the re- 
search community do not present a 
material danger from near-term 
military implications." That re- 
port is commonly referred to as the 
Corson. iReport, since, the panel 
was headed by former Cornell UnF, 
versity President Dale Corson. 

* ^ Critics also point out' that virtu- 
ally no classified work Is -done on 
the campuses of American univer- 
sities. ;; ; -V'~ 

New regulations sought 

^However, Bryen, the Defense 
official, is less sanguine. ** - * s 
s^'^No one really know6 how 
much data the Russians get from 
the open literature and from scien- 
tific exchanges^" Bryen said.ofJn-_ 

man’s assessment. "It's all guess- 
work." *_■ ^ . . ■ - : i 

’Bryen represents a faction with- 
i-in the Pentagon that is (pushing for 
i further restrictions on Ithe flow of 
‘scientific information. He contends 
"that more restrictions «are appro- 
* priate, given the current US-Soviet 
tensions. Another group, including 
a number of Defense employees in- 
volved .in- research and engineer- 
ing, -want a more predictable and 
less restrictive set of guidelines. 

The groups are hammering out 
a new set of regulations to deal 
with the problems of technology 
transfer. d 

• "The 6orson Report in inimized : 
the damage from technical data. ! 
The Soviets operate with great pre- 
cision," Bryen said in an interview, ! 
adding that the Soviets key their ef- 
forts to secure information to re- 
search developments in the US. 

Bryen, who has been responsi- 
ble for a number of recent. Penta- 
gon efforts to have scientific papers 
withdrawn, said, "We have an un- 
canny ability to advertise what 
we’re doing. But many scientists 
are simply not willing to’ listen. * 
What we need back from the scien- 
tific community is some real coo- 
peration." * 

Many scientists, he feels, Either 
refuse or are unable to understand 
the severity of the threat posed by - 
the Soviets to US national security... 
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H V' me arciCZlUSlS lust^B - 

W aren’t willing to .listen to ua" he^ 
complained. “Some Journals make 

us out to be evil McCarthyite. In- 
stead, what the scientists should 
be doing is suggesting creative so- 
lutions, helping us get the job 


The work done at universities 


Pointing out that about 90 1 per- 
cent of defense programs aremot 
classified. Bryen said the military's 
task is to decide what Information 

the . United States most needs to 
protect and to decide how to carry 
; out that protection. . 

■ ® nt means > he said, Involves 
tightening access to scientific lit- 
erature. . 

He held up a copy of Defense 
Electronics magazine, open to an 
article on radiation -hardened mi- 
* crochlps. 'Affixed to the magazine 
was a note from one of Bryen ’s 
staff membe r s, askin g why the ma- 

< ferial in the article was not classi-' 

-fled. ! - . • 

“The problem is that no one is 
deciding whether it’s right or 
wrong to publish material like this. 
Smart people ought to sit down and 
decide whether it’s wrong,” be 
said. - i ! • . 

“‘if there’s a lot of information 
on the street it’s easy for the Rus- 
sians to get it.” When asked for ex- 
a mples of Soviet military gains 

from Western technology, however, 
many in the defense establishment 
point not to the iriiiking of scienti- 
fic literature but to government-ap- 
proved > sales of nonmilitary tech- 
nology, which the Soviets have 
converted to military uses. 

In a speech to the Armed Forces 

Communications sind Electronics 

Assn., for instance, Navy Adm. 
E. A. Burkhalter Jr., director of the 
intelligence community staff, cited: 

• The use of Kama Trucks, built ’ 

with American and European -pro- 
ductibn machinery, in the Soviet' i 
Invasion of Afghanis tan j 

• The use* in Soviet ICBMs of 
.gyros, accelerometers and bearings 
manufactured in the US. f. ‘ 

• The use of two floating dry- 
docks, built in the West for Soviet 
civilian use. ;to repair. •'Soviet air- 
craft carriers. nuclear submarines 
and pth er warships. 

Members of the scientific com- 
munity point out that Soviet acqul- 
sition-of such material - much of it 
Illegal t has nothing to do with the 
publication! of scientific literature 


C. Peter Magrath, president of 
the University of Minnesota, ar- 
gues that most scientific work done 
at universities has no Immediate 
applications.....'.^; 

Magrath's view is supported by 
, Dr. F. Karl Willenbrock, chairman 
i of the Technology Transfer com- 
:■ mlttee'^f the -Institute of Electrical 
[ And 'Electronics Engl neers , Inc., a 
society : with about 230,000 mem- 
- bers worldwide, 190,000 of whom 
live in the US. 

' In a telephone interview, Willen- 
brock pointed out that the level of 
detail -and specificity in most pa- 1 
pers delivered at scientific confer- 
, ences is acceptable to most high- 
technology companies, which 
i ; “don't publish technical informa- 
tion which is of benefit to their 
competitors. 

; . ‘’Science and technology does 

its best in a free society,’’ he added. 
>, “Some people want to shut it down 
and .throw out sill foreign students, 
v It's .a ‘Fortress' America’ concept, 

1 but • it ;is ' based on- serious misap- 
prenslohs.’n’he notion that all good 
science and technology is done in 
US. for example, is ridiculous.*’ 

-MIT's Gray and others contend 
. that Hie greatest casualty of gov* 
■emment-lmposed secrecy could be 
the continued development of sci- 
gence within the United States. 

V. - Computer scientist Stephen H. 
Unger, of Columbia Uni versity. 'ar- 
gued recently, “The free exchange 
of knowledge among scientists and 
enginers is a key factor In promot- 
ing progress. An integral part of 
the scientific process is the publica- 
. lion -and dissemination of new 
ideas. . .discoveries. And expertmen- 
:?;tal . results. By this means, critics 
. may detect errors or laulty reason- 
<ing,v. point put possible Improve- 
ments or confirm the validity of 

. vwhat was done. . i ; 

■ ?*There is. no way to block the 
} flow of lnforenation to the Soviets 
without . . Blowing our own [scien- 
: tifle] progress more than It would 
slow down '[theirs].” . 
v - As an example, Gray cited work 
done in secret oh the development 
of high speed uranium centrifuges 
by the.old Atomic Energy Commis- ! 
sion,' ' . ' ; '. 

“The work progressed very 
slowly while it was classified," he 
said. "When it was opened up 
somewhat to the rest of the scienti- 
fic community, it turned out that a 
lot of others had been working on • 
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* * ' some of the problems which had 
been impeding the. progress of the 
work. A lot. of time and money 
could have been saved by having 
the process open."*. 

Robert Rosenzweig, of the 
American Assn.: of Universities, In 
•a telephone interview, asked rhe- r 
tor leal ly: “Why do we produce scl- 
ence that others want to steal? ;J 

“It must have to do with the so- 1 
cial system of science we*ve devel- 
oped. And that has to do with com- 
munication. To risk throwing that 
advantage away for Illusory or 
short-term protection seems 
wise policy.** 

NEXT: Restrictions on 
Freedom of Information Act 
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After getting information, writers 
told material had been reclassified 


Magazine editor Ellis Ruben- 
stein and authors Stephen Green 
and Ralph McGehee have encoun- 
tered headon a provision in the 
Reagan Executive Order which 
permits the government to reclas- 
sify as secret information-that 
was, previously open. 

• *: '* * 

•TfWhen Ellis Rubenstein, the edi-; : 
tor, of Spectrum,, a magazine pub- 1 
listed by the Institute of Electrical > 
and Electronics Engineering, re- 
ed ved a free-lance article on the 
Army's high-technology weapons 
programs, he sent the manuscript 
to Gen. John O. Marsh, then Secre- 
tary of the Army, to verify a quote 
attributed to him. 

/ “On April 1, when 1 returned a 
call to the Army public affairs of- 
fice,] was . asked whether I had ac- 
cess to a shredder/' Rubenstein re- 
called in an interview. “When .1 
asked -why, they informed vine the 
manuscript -contained classified in- 
formation. and should be destroyed. 

“1 asked what information they 
were referring to. They asked me if 
I had a secure phone. When 1 said I 
didn't, they identified the passages 
-bv page locations rather than read- 
; v Ing them to me. They turned out to 
■’■be- three phrases in a 39-page 
manuscript,” Rubenstein ex- 
plained. “When I told them I would 
-check on the point of origin of the 
^formation *nfi question, they 
asked me to lock the* manuscript in 
,a safe place.and call them as soon 
as possible." 

Rubenstein subsequently told 
the Army that two of the phrases 
; came from an . Army publication 
\ "that is routinely made available to 
members of the press and public" 

; and "the third phrase was taken 
; from testimony by the then-Army 
Chief of Staff Lt. General Donald R. 
Keith in public session of Con- 
gress." 

On April .5. the Army spokes- 
man called Rubenstein and conced- 
ed the first-two phrases were not, 
in fact, classified but added, “Lt. 
General Keith's testimony remains 
classified and should be deleted 
from the manuscript/' 


Rubenstein asked how. the 
Army could classify open testimo- 
ny in Congress. 

“The spokesman explained that 
sometimes unclassified data:, put 
together into a particular context, 
provides information, the sum of 
which is greater, than its parts. In 
such cases, government can reclas- 
sify unclassified material/’ Ruben- 
stein related. 

What was especially ironic, in 
Rubenstein's view, was that two of. 
the phrases the Army wanted de- 
leted were descriptions of Soviet 
rockets^— information th^t. origi- 
nated Tf the Soviet UriionTV 

_ About two years ago. /Stephen 
Green, writing a book on tensions 
between the US and Israel, request- 
ed and received 47 pages of docu- 
ments from the National Archives. 

Several months later. Green -re- 
ceived a call from Edwin Thomp- 
son. director, of Records Declassifi- 
cation at the Archives, asking him 
to return the 47 pages so theylould 
be copied and recorded. ; ; 

- In a telephone interview. Green, 
who is based in Montpelier Vt 
said he waited about five weeks for 
the material to be returned It was 
not. 

When he enlisted the aid of the 
American Civil Liberties Union, an 
Archives official told him the -ini- 
tial reviewer had failed to identi- 
fy. . .Items that might 'not have 
been declassifiable/’ Shortly there- 
after , the materia) was returned to 
Green - with 1 1 pages withheld 
and seven other pages substantial- i 
ly deleted. j 

It was only when the ACLU 
threatened to sue the Archives on 
Green's behalf that the material 
was returned to him. Green said he 
subsequently learned the Archives 
had been asked to reclassify the r 
material by the Air Force and the ! 
State Dept v 

Last March, former CIA agent 
Ralph McGehee put^shed a 


[ book strongly critical of CIA poli- 
cies that, he claimed, resulted in 
the transmission of misleading in- 
telligence designed to support the 
' position of US policy -makers, j; 

In an appendix, McGehee de- 
scribed his three-year effort to' get 
■ his manuscript approved by CIA 
: censors. 

!" : One objection-of the ciA!s Publi- 

i cation Review Board ..(PRB)-.in- 
volved a section in which McGehee 
described early training and psy- 
chological testing of CIA recruits. 

• When McGehee pointed out that 
! the same4nformation had ap- 
J>eared in books bv such pro-CIA 
' authors as /William Colby, Ray 
Cline and Allen Dulles, the censor 
countered that, "The [review] 
board said it had made a mistake 
earlier when lt had approved that 
information." 

/ McGehee replied. "That's 
; tough. . .It can’t reclassify informa- 
tion." ' 

The censor's response, said 
■McGehee, was. "We're operating 
under a new order.” referring to 
the Reagan order permitting reclas- 
sification. McGehee was able to 
/publish the information by point- 
ing out that the Reagan order was 
at that time still in draft form and 
had not yet officially taken effect. 

• ln -a telephone interview, McGe- 
hee said the prepublication review 
process at the CIA was used almost 
exclusively to pressure him to 
delete information that was not 
sensitive but was em barrass i ng to 

the a gency. ... T 

In November f testifying before a 
House committee on President Rea- 
gan’s prepublication review direc- 
tive, McGehee said: x 

"From my experiences; I con- 
clude that the CIA, reacting as any 
bureaucracy, uses prepublicatlon 
review and spurious claims of na- 
tional security to prevent the 
American people from learning of 
its illegal and embarrassing oper- 
ations. It attempts to deny to the 
. American people information, es- 
sential to. . .our democratic pro- 
cesses. The CIA's efforts demon- 
strate what we can expect from 
other agencies given the same au- 
thority under President Reagan's 
Executive Order/* 

' . s5*OSS GELBSPAN 
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ONE CASE Q F PAPERS BEINGWITHDRAWN 


Dr. Stephen D. Bryen, deputy assistant 
secretary of defense for international trade 
and security policy, leaned back in his leather 
chair in his fourth-floor office at the Penta- 
gon 

"Yes, I was involved in having the six pa- 
pers withdrawn from the International Con- 
ference on Permafrost last July." 

He pointed to a huge map of the world cov- 
ering virtually an entire wall of his office. 

"Look up there," he said, pointing to the 
Siberian region of the SovietUnion. "You see, 
that? Did you know, that the Russians have : 
serious problems maintaining their military 
facilities In that area?" \ 

He turned from the map. 

"There were several Russians at the con- 
ference." 

Bryen thumbed through a file on the con- 
ference, which was in Fairbanks, Alaska. 

"Look at the titles of the papers we had 
withdrawn:' they deal with the maintenance 
of airfields and toads on permafrost; with 
pipeline construction; with the performance 
of off-road vehicles on tundra terrain. 

"Can you imagine having Defense Depart- 
. ment-sponsored scientists briefing the Rus- 
sians bn how. to maintain their airfields in Si- 
beria? . . 

"Those papers came out of the Army Corps 
of Engineers' Cold Regions and Engineering 
Laboratory," he said, adding that the Defense 

[ Department, as a sponsor of the work, had ev- 
il, ery right to order the papers not be presented 
J at the conference. I • . . 

Dr. Lloyd Breslau, technical director of the 
; .laboratory, prefers to look at the positive side: 

1 "The fact that six papers were deemed to be 
: sensitive or classified doesn’t detract from the 
fact that we were able to go ahead with 23 
other presentations. I’m delighted that we 
were able to disseminate that much inforxna- 
: tion" 


pers, the value of them to any. jx>tential~adyer- I 
sary is quite limited. In fact, J would guess peer- 
pie in USSR have been investigating the same 
matters for a longer time and in more places 
than we have." . ; .. . . • v 

■ Miller emphasized in a telephone Interview 
that his Judgment is not that of a military per- j 
son, but he said, "The ‘pertinence ofiany.de- | 

. teite to; any ; m iiitary security Is something 
someone would have' to explain to me. I 

• fought they were .quite routine reports. " 

; -J " Miller said he was 'especially bothered by 
; the chilling effect the suppression of unclassi- 
fied scientific papers would have on young sci- 
entists. * V. . 

; VA civilian lab like the Cold Regions Re- 
'search Lab has a national and worldwide 
reputation for scientific excellence," he said. 
""This is because it basal ways provided a situ- 
ation in which genuine scientists work on 
problems with a genuine scientific approach, 
and with the expectation of being able to pub- 
lish their findings — insofar as they are not on 
classified matters.",.; ; 

Now, in light bf what happened at the Per- 

• ‘xnafrost Conference. Miller added, "I, myself, 
would hesitate to suggest to a young scientist 
that he Join a. Defense Department lab" be- 

; cause of the fear that ’"arbitrary decisions 
may be made vl . the feeling that there might 
Ibecapricious or irrelvant reasons for denying 
publication of something that had scientific 
t merit and negligible security implications. 

i : ,v - -"That would be a chilling prospect for a * 
young scientist and would damage the na- 
? lion’s Defense establishment in long run be- 
cause of the prospect . of losing the ability to 
attract the high quality staff they’ve always 
been able to attract" 

= OV : ;,;v ; * ; -ross gelbspak. 


But other scientists involved in the confer- 
! ence are not persuaded 

"The papers involved no classified infor- 
: mation" said Dr, Timothy Hushen. of the Na- 
tional Research Council. "We were never giv- ; 
en any official explanation for the papers' 
withdrawal. The authors were quite dis- . 
tressed. * i.V. - 

\ "It's difficult to say what security Issues 
might have been involved," he concluded, 

| Said Prof. Robert D. Miller, a soil physicist . 
at Cornell University who was on the commit- 
tee that selected papers for presentation at the 
conference: "From what I know of those pa- 
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In Defense of Public Privacy in U. S. 


By DAVID BURMAM 

Special to Tlx New York Times 

' WASHINGTON, Jan. 20 — From a 
one-room office on the second floor of 
the carriage house behind his Capitol 
Hill home, Robert Ellis Smith, a 43- 
year-old lawyer and former newspa- 
per reporter, sounds the alarm about 
maintaining freedom and privacy in 
the computer age. 

Now entering his 10th year as the 
owner, publisher and principal re- 
porter of Privacy Journal, a monthly 
newsletter that charts the impact of 
technology on the rights of the Ameri- 
can people, Mr. Smith, a kind of one- 
man lobby, worries that today, as 
much as ever, the nation is threat- 
ened by the widespread intrusions de- 
scribed in “Nineteen Eighty-Four,” 
George Orwell’s novel. 

“We haven’t reached the Orwellian 
nightmare yet, in part because the 
Government is somewhat ineffi- 
cient,” he said recently. “But what 
we are allowing the computers to do 
to our society is still quite upsetting. 
We seem to feel that the computers 
have so much information about us 
that we shouldn’t take any risks, that 
we should be compliant people.” , 

Mr. Smith says public interest in 
privacy issues reached a peak m the 
penoQ l975 to 1977. when abuses of 
Government power were uncovered 
in the Congressional investigations of 
the Watergate scandals and activities 


resulting in the creation of the Pri- 
vacy Protection -Study Commission: 
which issued a national report in 1977. 

4 ‘But with 1984 here,” he added, 
“issues raised in George Orwell’s 
novel seem to have revived a good 
deal of interest about where our soci- 
ety really is headed. * ’ 

Regulations About Privacy 

Because the great Federal agen- 
cies such as the Internal Revenue 
Service, the Federal Bureau of Inves- 
tigation and the. National Security 
Agency have headquarters here, 
Washington is the fountain of regula- 
tions affecting individual privacy and 
thus the natural base for Mr. Smith. 

Congress frequently holds hearings 
about privacy abuses concerning both 
the Government and private industry 
and periodically passes legislation 
dealing with privacy, such as the Pri- 
vacy Act, a law that gives Americans 
certain information rights, including 
the power to see and correct records 
held about them by Federal agencies. 

The Congressional Record, court 
decisions and obscure regulations 
published in the Federal Register are 
the raw materials of Mr. Smith's 
newsletter. Occasionally a Congres- 
sional hearing will lure him out of his 
office. Often he gets tips from offi- 
cials who share his concerns. 

“Since my first days as a reporter, 
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Robert Ellis Smith, owner and publisher of the Privacy Journal. 


the struggle of the individual against 
the institution always has been one of 
my central interests,” Mr. Smith said 
of his work. On one wall >of his spa- 
cious, sunny office, situated . just 
seven blocks from the Capitol, book- 
shelves bulge with reports and stud- 
ies and other volumes touching on the 
hundreds of different issues that con- 
cern him. A small cast-iron stove and 
a stack of wood take up a good portion 
of another wall. 

•Pernicious Technology’ 

One bit of noncomputer technology 
that Mr. Smith has devoted many ar- 
ticles to in his neatly printed newslet- 
ter is the polygraph, or lie detector, a 
device designed to measure the stress 
felt by a subject when he is asked a 
series of questions. The polygraph is 
now routinely used w ithin the 
and the National Security Agency to 4 
try to anticipate security problems. 

Last year the Reagan AdminisSa- 
tion issued a directive vastly expand- 
ing the use of the polygraph for inves- 
tigating the unauthorized disclosures 
of sensitive information, but Con- 
gress recently approved legislation 
postponing these procedures until this 
spring. 

“Government and business use this 
pernicious technology in a way to con- 
vince people that machines can do 
something' that people cannot, that 
machines can get into someone’s 
brain,” Mr. Smith said. “I agree with 
those who describe polygraphs as 
20th-century witchcraft, a modem 
version of the Medieval world’s trial 
by fire.” 


Mr. Smith is critical of how Govern- 
ment has responded to the challenge 
of the new technology. “The Supreme 
Court under Chief Justice Warren 
Burger has taken a restrictive view 
about privacy rights,” he observed. 
“If the invasion did not occur in the 
marital bedroom, the Court seems to 
feel there has been no invasion at all. 
Also, most of the Federal courts have 
been slow to recognize that the new 
computer technologies can elevate an 
action which once was not important 
to an action that poses significant 
constitutional questions.” 

Mr. Smith believes, however, that 
one of the fundamental problems 
may lie in the Constitution itself. 
“The Constitution imposes no restric- 
tion on the actions of private corpora- 
tions, only on Government agencies,” 
*he said. “The Founding Fathers es- 
tablished a system of checks and bal- 
ances for the Government, For most 
people, being searched by the police 
..is a remote possibility. But being sub- 
jected to physical searches by^your 
employer or computerized searches < 
by insurance companies and credit- j 
reporting companies is quite likely.” 

Mr. Smith charges $89 a year for • 
his newsletter, which now has a 
monthly circulation of about 1,500, 
down from a peak of 2,000 in the post- 
Watergate years in the mid-1970*s. He 
said there had been a recent surge in 
sales. 

“I don’t see any signs that the trend 
toward more and more control of the 
individual is being retarded,” he said, 
“but I’m not going to stop trying.” 
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